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‘@) CCDCOE Exercise Crossed Swords ki

“...Crossed Swords (XS) is a comprehensive cyber defence exercise, which

aims to enhance the skills of both operational-level military command

elements in managing offensive and defensive cyberspace capabilities, and

tactical-level cyber specialists and integrating these into multi-domain

operations...”
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‘©cencoE  Oyerview Crossed Swords 2025 (XS25) @

= Approximately 240 participants from 40 nations.
= 2 Cyber Headquarters (CHQs).

» Training, exercising response planning and execution of Cyber Operations (offensive and
defensive).

— Integrating legal advisory, information operations and Special Operations Forces (SOF).
— Integrating planners and SOF/CYBER operators for Multi-Domain Operations (MDO).

Offensive Cyber Units — both under command and “volunteers”.

Threat Hunters and Digital Forensics Incident Response.

Public and private sector focusing on protecting critical national infrastructure.

Experimentation with Al to support decision making and tactical operations.
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‘9 cencoE Strategic focus areas, products & services @

Categories of products and services Strategic focus on supporting national capability development
in five focus areas:
Education,
Training % - C1. Capability to conduct cyberspace operations and
' activities, based on a common framework
Concepts, NATO . - C2. Capability to incorporate cyber domain considerations
Doctrines, » and « Exercises into Joint and Multi Domain Operations
Standards Nations
f - C3. Capability to conduct multinational cyberspace
& Q operations and activities
Research e — R
- C4. Capability to conduct military-civilian cyber activities
Main competences are in cyberspace - Cb5. Capability to conduct cyberspace operations/activities
technology, operations, strategy, and law | |\_ in public-private partnership Y,

~ O FwOOWwO o O®FTERFT VDT e
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‘9 cencoE Exercises & Development 8 SRS

Innovations reflecting emerging technologies & threats: Military perspective/effects:

= Alignment Across Exercises — Crossed Swords, Locked

Shields, and APEX synchronized for greater continuit = Freedom of Movement (FOM)
and impact. Y J Y = Freedom of Action (FoA)

= Exercise scenario motivated by real-life geopolitical
developments with concepts capturing possible future
developments.

» Including applied research and development, such as:

Cyber Diplomacy.
Defensive Cyber Operations and Private Public Partnership.
Testing frameworks for cyber volunteers (IT-Army).

Use of Authentic Digital Emblem (ADEM) from ICRC, stamp of
protection ("Red Cross").

Integration Al support to decision making and tactical /
technical operations.
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® cencoe Possible Future with Al RS st

S

* The use of Al is inevitable, permeating across all domains of operations,
industry sectors and life.

* Mastering the use of AlI/ML technology and its applications will provide
strategic advantage.

» Possible competition between 'national' Al agents defending national
interests.

= Expert knowledge is gradually being transferred to Al agents.

= Key skills which will become increasingly important is the ability to:
o 'Formulate the right questions' and
o 'Crtically analyze the outputs provided by Al'.



‘@) CCDCOE Al Use Cases: Non-Kinetic Warfare @

Information Warfare Missions:

Cyber Warfare Missions:

Psychological Operations (PSYOPS)
Operations Security (OPSEC)
Military Deception (MILDEC)
Strategic Communication (StratCom)

Information

Warfare
War in Minds

«  Offensive Cyberspace Operations Cyber Electronic
* Defensive Cyberspace Operations Warfare Warfare

* Exploitation Cyberspace Operations

War in Bits War in

and Bytes Electronics

Electronic Warfare Missions:

Electronic attack
Electronic protection
Electronic warfare support

[1] Lehto, Martti; Henselmann, Gerhard: Non-Kinetic Warfare: The New Game Changer in the Battle Space.

CROSSED
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* Objective: Conduct initial experimentation.
= Setup:

— Self-hosted server with limited computational resources.

— Openly available tooling: Ollama, Open WebUI.

— Openly available LLMs from Hugging Face.

— Training audience conducting planning without the use of Al, then with the use of Al.
— Unclassified exercise and documentation.

* Input:
— Exercise documentation: Scenario, Country Books, Exercise Starting Conditions.
— NATO COPD (Comprehensive Operational Planning Directive) Phase | — Phase IV.
- AJP-3.20 (Allied Joint Doctrine for Cyberspace Operations).
- PMESII / ASCOPE templates.
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\®) CCDCOE Retrieval-Augmented Generation

Embedding Embedding 1 Query

- N Pl ) )
& 1\ Vector Database

€ 9 | 99 | chunking @ i Retrieval Augmented Generation

B 1\ \ LLM(s)
Information Relevant Data

II ¢ Extraction 3 E‘é% 4 S }%{ i”'i %

= Iy (OCR. PDF data extraction,
web crawlees, ete)
a ) .
—] |r Raw Data
I “l_. Sources

. GrodentFiow.com Response
Data Preparation

3

Ref.: https://pahautelman.github.io/pahautelman-blog/tutorials/open-webui-rag /open-webui-rag/
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©) ccoeoE Example Prompt

= |t requires expertise in the domain and
ability to formulate the ‘request’.

= |t requires familiarity with the J
documentation and procedures.
= But it provides the ability to repeatedly .
interact with and query the information. o

20250618_TLP_G...

20250925_TLP_G... 447

20251022_TLP_GR... 26 ME

20251022 TLP_G... 594

20251022 _TLP_GRE...

AJP-3.20..

NATO-COPD.pdf

PMESII ASCOP...

Using the following documents initially map and create PMESII / ASCOP analysis {phase 1) combined in one

editable table (see attached PMESII / ASCOP template), as the Neteria cyber command would do - as described

in the COPD planning process.
The PMESII [ ASCOPE (phase 1) should be based on the attached:
Use attached PMESII / ASCOP template for result.

X525_startex_conditions_ Netoria describing stat of exercise conditions for Netoria . D-Day (STARTEX) in

this exercise will be 23 October 2025.

TLP_GREEN_XS25_Country_book_ Netoria , the countrybook describing personas, infrastructure etc. for

Netoria as the friendly nation.

TLP_GREEN_XS25_Strategic_Planning_Directive_NET_CHQ2, the strategic planning directive for the Metoria

Joint force Command.

JFC OPLAN for Metoria Territorial Defence.
The AJP-3.20 describing cyber operations.
The NATC COPD planning process.

Also include relevant issues related to public and private cooperation with the military related to critical

infrastructure protection and enabling national cyber operations - as described in the countrybook for

Netoria .
Also include perspectives regarding implementation of information operations.
Also include legal perspectives throughout the planning phases.

Use the attached documents and give references with page numbers throughout the prompts regarding the

attached documents.
+
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gpt-oss:latest
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Example Result

Below is a Phase 1 PMESII/ASCOPE matrix that a Netoria Cyber Command officer would prepare at the outset of the

exercise (STARTEX = 23 Oct 2025).

The table is formatted in Markdown so it can be copied into the supplied template (sourceid = B). Each cell contains the

most relevant point from the documents listed, and the source is cited with the document ID and, where available, the page

number.

DOMAIN

Palitical

Military

Economic

Social

Information

KEY ELEMEMNTS /
OBSERVATIONS

= Metoria Government
(Gov NET] is the
primary sponsor af the
exercise.

= Key decision-makers:
MATO HQ, SACEUR,
and Metaria JFC (see
Strategic Planning
Direclive, Phase |
“Contain”).

* JFC MET will conduct
multi-domain
operations o detar
CRI aggrassion
(DPLAM - Territarial
Dafence).

= Air componant ready
for AIfCAS: SOFCC
and CCC under
COMJFC.

» Ky econanmic
nodes: ports, enargy
grids, banking.

+ Critical Infrastructure
Task Force (CITF) will
protect econamic CNI
(see Country Book).

= Population
concentraled near
coastal "Olkbur” and
“MNorvayne” (Capital).
+ Social media is a
major vectar for CRI
influence.

+ Metoria's Infarmation
Infrastructure {CHI
includes

FUBLIC-PRIVATE |
CIVIL-MILITARY
ISSUES

= Joint Mol with
Berylia for
air-defenca and
cyber supporl (see
Mol

= Civikmilitary liaison
affice o coordinate
CHI protection.

+ Deploymant of
special ops teams to
sacure key military
infrastructure (CITF).
* Civiliar-ownad
lranspart assels
may be leveraged
for 1SR (C2
interoperability).

= Public-private
partnership for grid
resilience (CITF
includas civilian
SMEs).

+ Engagement of
MGOs and civil
sociely Lo
disseminate
counter-information.

= Public-privale
cyber-security
partnarships (CITF,

INFORMATION-OPERATIONS
T15R

= Public-facing ISR lo assure
population that CHI is
pratected.

= COIN-style messaging o
counter CRI propaganda.

« ISR assels: AEW, CSAR, ISR
- for cyber-ISR (CyISR
suppaort (see AJP-3.20).

= Econemic disruption ISR -
manitering of cyber-attack
indicatars on financial
Syslems.

= ISR (o delect social-media
propaganda; cyber-ISR 1o
identify influence eampaigns.

= ISP “yISR, DCO, and EDR
for o), ime threat detection
(see —ountry Book).

LEGAL [ POLICY
CONSIDERATIONS

« CO-based legal
authority for cyber
operations (Mational
cyber-law, NATO
Cyber Doctrina).

* Rulas of
angagement for
offensive cybar
aperations (0C0) -
aligrment with
MNATO OO -

17 Deec 2010
direclive.

* Export-contral [
cyber-security
regulations that may
affect use of
commercial cyber
Lools.

Freedomrol-speech
limitations; lagal
threshalds far
content removal.

+ Legal frameworks
for data sharing
batween civilian

|+

SOURCES

20250618_TLP_GR.T CHOZpd!
[Strategic Planning Directive —
Contain phase)

20251022 _TLP_GR.. erylia pdl
(Mol - public-private
cooperation)

20250925_TLP_GR..N_CHQ2.pdl
[OPLAN - Territorial Defence)

AJP-3.20 Cybers.. ations. pdl
(AJP-3.20 - Cyber ops)

MATO-COPDpl  (COPD—
planning process)

20251022 _TLP_GR...etoria.pdl
(Country Book - CITF)
20Z5I02Z_TLP_GR..ns_MET.pdl
(Legal - cyber
counter-measures)

20251022 _TLP_GR.. etoria.gdl
(Country Book — population)
20251022 _TLF_GR...ns_NET.pdf
(Legal - attribution &
proportienality)

20251022_TLF_GR.. storia.pal
(Country Book — functions)

AJP-3.20 Cybers.. ationz.pdl

CROSSED
SWORDS

Output requires expertise for
correctness and identification of gaps.
Results which would have taken
multiple hours to compile can be
obtained in seconds.

Opportunities to identify which parts
can be automated which can
significantly speed up the OODA loop.
Supporting decisions with human in
the loop.



‘®cencoe  Other Opportunities for Introducing Al? ®g5333§0

White Team
(Exercise Control, Injects, Scoring, Communications,
Intelligence, User- and Media Simulation)

Al/ML? /‘
7
fof
Green Team S
(Infrastructure) &

Al/ML?

Al/ML?

Red Team
(Offence)

Blue Team 1 Blue Team XX
(Defence) (Defence)

Al/ML Al/ML



EXERCISE — UNCLASSIFIED - EXERCISE

CROSSED
SWORDS

MAJ John William Dall
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Crossed Swords 2025 Exercise Director (OCE/EXDIR)
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MSc Peter Hladky
NATO CCDCOE Technology Branch
Crossed Swords 2025 Deputy Exercise Director (OCE/OPR)

Crossed Swords — Sharpen in Peace, Strike in Conflict.
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