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“…Crossed Swords (XS) is a comprehensive cyber defence exercise, which 

aims to enhance the skills of both operational-level military command 

elements in managing offensive and defensive cyberspace capabilities, and 

tactical-level cyber specialists and integrating these into multi-domain 

operations…”

Exercise Crossed Swords



▪ Approximately 240 participants from 40 nations.

▪ 2 Cyber Headquarters (CHQs).

▪ Training, exercising response planning and execution of Cyber Operations (offensive and 
defensive).

− Integrating legal advisory, information operations and Special Operations Forces (SOF).

− Integrating planners and SOF/CYBER operators for Multi-Domain Operations (MDO).

▪ Offensive Cyber Units – both under command and “volunteers”.

▪ Threat Hunters and Digital Forensics Incident Response.

▪ Public and private sector focusing on protecting critical national infrastructure.

▪ Experimentation with AI to support decision making and tactical operations.

Overview Crossed Swords 2025 (XS25)



Strategic focus areas, products & services
Strategic focus on supporting national capability development 

in five focus areas:

- C1. Capability to conduct cyberspace operations and 

activities, based on a common framework

- C2. Capability to incorporate cyber domain considerations 

into Joint and Multi Domain Operations

- C3. Capability to conduct multinational cyberspace 
operations and activities

- C4. Capability to conduct military-civilian cyber activities

- C5. Capability to conduct cyberspace operations/activities 
in public-private partnership

Categories of products and services

Research

Concepts, 

Doctrines,  

Standards

Education, 

Training

Exercises

Main competences are in cyberspace 

technology, operations, strategy, and law 

NATO 

and 

Nations



Innovations reflecting emerging technologies & threats:

▪ Alignment Across Exercises – Crossed Swords, Locked 
Shields, and APEX synchronized for greater continuity 
and impact.

▪ Exercise scenario motivated by real-life geopolitical 
developments with concepts capturing possible future 
developments.

▪ Including applied research and development, such as:
− Cyber Diplomacy.

− Defensive Cyber Operations and Private Public Partnership.

− Testing frameworks for cyber volunteers (IT-Army).

− Use of Authentic Digital Emblem (ADEM) from ICRC, stamp of 
protection ("Red Cross").

− Integration AI support to decision making and tactical / 
technical operations.

Exercises & Development

Military perspective/effects: 

▪ Freedom of Movement (FOM)
▪ Freedom of  Action (FoA)



▪ The use of AI is inevitable, permeating across all domains of operations, 
industry sectors and life.

▪ Mastering the use of AI/ML technology and its applications will provide 
strategic advantage.

▪ Possible competition between 'national' AI agents defending national 
interests.

▪ Expert knowledge is gradually being transferred to AI agents.

▪ Key skills which will become increasingly important is the ability to:
o 'Formulate the right questions' and

o 'Critically analyze the outputs provided by AI'.

Possible Future with AI



AI Use Cases: Non-Kinetic Warfare
Information Warfare Missions:
• Psychological Operations (PSYOPS)
• Operations Security (OPSEC)
• Military Deception (MILDEC)
• Strategic Communication (StratCom)

Cyber Warfare Missions:
• Offensive Cyberspace Operations
• Defensive Cyberspace Operations
• Exploitation Cyberspace Operations

Information 
Warfare

War in Minds

Cyber 
Warfare

War in Bits 
and Bytes

Electronic 
Warfare

War in 
Electronics

Electronic Warfare Missions:
• Electronic attack
• Electronic protection
• Electronic warfare support

[1] Lehto, Martti; Henselmann, Gerhard: Non-Kinetic Warfare: The New Game Changer in the Battle Space.



▪ Objective: Conduct initial experimentation.

▪ Setup:
− Self-hosted server with limited computational resources.

− Openly available tooling: Ollama, Open WebUI.

− Openly available LLMs from Hugging Face.

− Training audience conducting planning without the use of AI, then with the use of AI.

− Unclassified exercise and documentation.

▪ Input:
− Exercise documentation: Scenario, Country Books, Exercise Starting Conditions.

− NATO COPD (Comprehensive Operational Planning Directive) Phase I – Phase IV.

− AJP-3.20 (Allied Joint Doctrine for Cyberspace Operations).

− PMESII / ASCOPE templates.

Experimentation in XS25



Retrieval-Augmented Generation

Ref.: https://pahautelman.github.io/pahautelman-blog/tutorials/open-webui-rag/open-webui-rag/
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Example Prompt

▪ It requires expertise in the domain and 
ability to formulate the ‘request’.

▪ It requires familiarity with the 
documentation and procedures.

▪ But it provides the ability to repeatedly 
interact with and query the information.



Example Result

▪ Output requires expertise for 
correctness and identification of gaps.

▪ Results which would have taken 
multiple hours to compile can be 
obtained in seconds.

▪ Opportunities to identify which parts 
can be automated which can 
significantly speed up the OODA loop.

▪ Supporting decisions with human in 
the loop.



Other Opportunities for Introducing AI?

AI/ML?
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Q&A

MAJ John William Dall

NATO CCDCOE Strategy Branch

Crossed Swords 2025 Exercise Director (OCE/EXDIR)

john.dall@ccdcoe.org

MSc Peter Hladky

NATO CCDCOE Technology Branch

Crossed Swords 2025 Deputy Exercise Director (OCE/OPR)

peter.hladky@ccdcoe.org

Crossed Swords – Sharpen in Peace, Strike in Conflict.​

mailto:john.dall@ccdcoe.org
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