Know what matters.

I}l-Recorded Future’

How Threat Actors are Weaponizing Al
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Al and malicious cyber operations...
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Al enhances,
but does not
replace human

operators




How Al enhances steps along the cyber kill chain
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Incorporating Al throughout cyber operations

Reconnaissance

Criminals discuss using ChatGPT
to identify card fraud targets

Valid Credentials

Use Claude to assist in parsing
combo lists for valid credentials

Defense Evasion

Detect and block Al tools to
prevent reverse engineering

Discovery

Incorporate LLMSs to generate
commands to tailor execution
based on victim environment

Actions on Objectives

Improve encryption and support
ransomware negotiations

Skilled humans are still required -

to complete operations

Putting it all together: Using Al
agents to cyber
operations

Used Al to orchestrate multiple
complex hacking tasks

Very likely required highly skilled
humans to build

Accuracy/effectiveness of
hacking output unknown

Risk of these capabilities diffusing
to less skilled actors



https://www.anthropic.com/news/detecting-and-countering-malicious-uses-of-claude-march-2025#:~:text=develop%20capabilities%20to%20scrape%20leaked%20passwords%20%26%20usernames%20associated%20with%20security%20cameras%20and%20build%20capabilities%20to%20forcibly%20gain%20access%20to%20those%20security%20cameras.
https://www.checkpoint.com/cyber-hub/threat-prevention/ransomware/funksec-ransomware-ai-powered-group/
https://assets.anthropic.com/m/ec212e6566a0d47/original/Disrupting-the-first-reported-AI-orchestrated-cyber-espionage-campaign.pdf
https://www.picussecurity.com/resource/blog/lamehug-the-first-publicly-documented-case-of-a-malware-integrating-a-llm

Al enhances existing cyber operations and TTPs

Iranian state-sponsored

gk

Generate convincing

Sophisticated social translations in non-native
engineering languages.

.

Hello,

On behalf of the Dr. Mohammed Al-Sulami, Head of the International Institute for Iranian Studies (RASANAH), I am cordially
inviting you to be our resource speaker for a webinar on the topic “Saudi Arabia and Iran and the future of KSA and Israel
relation” on October 20 at International Institute for Iranian Studies.

Your expertise and invaluable knowledge on the subject will be of great help to our institute as well as other attendees from
other think tanks

The webinar will be organized through Zoom and the keynote speakers are:

1. Abdullah bin Saud Al-Enezi, Saudi Arabia's ambassador to Iran,

2. Michael A. Ratney, U.S. Ambassador to Saudi Arabia,

3. Amos Yadlin, president and founder of MIND Israel.

Till now some experts include:

Quality of Iranian phishing lures are reportedly improving to
contain fewer errors and more fluent text.
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Chinese state-sponsored

gk

“Living off the land" and functions.

Troubleshoot native tools
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Impacket and other tools observed in global espionage
campaigns.

/



https://www.cyber.gc.ca/en/guidance/targeted-manipulation-irans-social-engineering-and-spear-phishing-campaigns
https://go.recordedfuture.com/hubfs/reports/cta-2023-1107.pdf
https://go.recordedfuture.com/hubfs/reports/ta-ir-2025-0417.pdf
https://services.google.com/fh/files/misc/adversarial-misuse-generative-ai.pdf
https://www.security.com/threat-intelligence/china-southeast-asia-espionage
https://therecord.media/gil-messing-check-point-interview-israel-hamas-click-here?ref=news.risky.biz

Al makes social engineering easier and more effective
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Real Time DeepFakes
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Al-Enhanced Phishing-as-a-Service
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Google
HHEE
[ ]
Screenshot from Darcula demo video showing how Al Searching “Faceswap” on Google Play reveals dozens of
helps generate phishing lures. (Source: The Register) apps for download.

Fraud losses in the US by 25% in 2024 despite reports of fraud remaining consistent. . I ! | .
!


https://www.theregister.com/2025/04/25/darcula_ai/
https://www.ftc.gov/news-events/news/press-releases/2025/03/new-ftc-data-show-big-jump-reported-losses-fraud-125-billion-2024

DPRK abuse of generative Al increases insider threat risk
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Fraudulent Employment

North Korean workers fraudulently apply to
remote IT jobs, putting hiring companies at
risk of sanctions violations

Fake Job Postings

Unwitting applicants in cryptocurrency
industry risk downloading infostealers

Two North Korean Nationals and Three
and backdoors

Facilitators Indicted for Multi-Year
Fraudulent Remote Information

. Technology Worker Scheme that
Front Companles Generated Revenue for the Democratic

People’s Republic of Korea

"/ Office of Public Affairs

U.S. Department of Justice

Mimicking legitimate IT companies enables
further integration into global IT supply
chains


https://go.recordedfuture.com/hubfs/reports/cta-nk-2025-0213.pdf

Q: Which photograph is a real person?

Source: University of

‘Waterloo

1 2 3

A: All three photos are Al


https://uwaterloo.ca/news/media/can-you-tell-ai-generated-people-real-ones

As Al capabilities improve,

Commercial Use

Advertising campaigns

## Vulnerability patching

so will threat actor use

Threat Actor Application

«+ Malware development

& Malign influence campaigns

37 Vulnerability exploitation



Where do threat actors get malicious Al tools?

How to Make Al Malicious
Through Prompt Engineering

@'9 Role playing
QQ Multi-step prompting
ﬁ Logic attacks

& Policy puppetry attacks

/ Building Custom Malicious Tools

How Meliorator bots automatically generate personas an
engage with real users to spread pro-Russian narratives

~
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https://docs.aws.amazon.com/prescriptive-guidance/latest/llm-prompt-engineering-best-practices/common-attacks.html
https://www.ic3.gov/CSA/2024/240709.pdf

TOMORROW

Al superiority
IS a strategic
Imperative




Race for Al superiority will almost certainly intensify

“..It is a national security imperative for
the US to achieve and maintain
unquestioned and unchallenged global
technological dominance.” (Donald

Trump, 2025) Al/ML

China will “accelerate the integrated
development of mechanization,
informatization, and
intelligentization” by 2027

Quantum
Big Data
Emerging Tech

"Whoever becomes the leader in
this sphere [Al] will become the
ruler of the world"”
(Vladimir Putin, 2017)

"Al needs competition, but Al also heeds
collaboration..., and has to be safe.”
(Ursula von der Leyen, 2025)




US Al Strategy | |

Opportunity Risk
P Increases competition by
@@ opening up computing No new Al-specific security
P resources to academia, regulations or guidelines
AMERICA’S start-ups
ATACTION PLAN
—

e Remove regulations impeding
Al development

» Eliminate “ideological bias"

e Accelerate adoption in critical
industries, government

e Export US Al systems
internationally

Limitation Implication

No strategy to address
synthetic content or
influence operations

Al development remains
heavily private-sector driven


https://www.whitehouse.gov/wp-content/uploads/2025/07/Americas-AI-Action-Plan.pdf

China Al Strategy ’ *

Opportunity Risk
Become a world leader in Long-term, Espionage, insider
Al by 2030 whole-of-government effort recruitment likely to continue
y to advance Al innovation and to play role in advancing
application research
China issued its Al development plan
in 2017 and has made progress in
. !Dromo’Fe Al applications across Limitation Implication
industries
e Seek R&D breakthroughs
. Imprqve workforce training and . nifLiJcia ﬁ’i(lpcl)i::]i(‘;%r;trglsilities Less focused on AG,
recruitment gb restrig:/tin acczss 0 prioritizes economic and
* Adopt system of laws, y g industrial diffusion

regulations, and norms to high-powered chips

support Al development


https://www.foreignaffairs.com/united-states/chinas-overlooked-ai-strategy
https://www.rand.org/pubs/perspectives/PEA4012-1.html

China and US lead in Al research, development

*
China Advantages US Advantages
11 Government-led Al funding with average ¢ Private sector investments - $67.2 billion in
annual spend around $16.7 billion USD 2023
@ Research output, patent applications @ Greater share of high-performing models

4, Capable of accelerating energy production to

- _— :
meet increased demand = Controls access to high-powered chips

/& Public opinion toward Al more positive ] Fewer regulatory barriers to Al development



https://www.recordedfuture.com/research/measuring-the-us-china-ai-gap

Military use of Al requires new strategy and doctrine
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f”Mosaic" Warfare Intelligentized Warfare

“The goal is to take complexity
and turn that into an
asymmetric advantage”

“...conquer the opponent's will
... by utilizing politics,
economics, and social
interaction supported by
metaverse technology”


https://cyberdefensereview.army.mil/Portals/6/Documents/2024-Fall/Baughman_CDRV9N3-Fall-2024.pdf
https://cyberdefensereview.army.mil/Portals/6/Documents/2024-Fall/Baughman_CDRV9N3-Fall-2024.pdf

How will changing technology affect malicious use?

Scenario: Technology to produce realistic voice and video personas is cheap, easy to use, and widely available. Despite built-in
guardrails in commercial products, threat actors immediately begin to exploit these capabilities.
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Opportunistic Automated, personalized fraud Risks: Financial fraud,
Threats campaigns operational disruption
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SOPhls!:'cated Persistent synthetic identity Risks: Technology/olatform
Criminals fraud strains financial ’ 9y/e X
institutions outages, economic disruption
% %
Advanced Attacks on government Al Risks: Loss of trust in h
Persistent systems combined with \ e

government, threats to public

coordinated influence health or safety

Actors .
operatlons




Key Takeaways

Al is enhancing malicious cyber
@ operations, but does not replaced
skilled actors.

Al content that is increasingly
@ indistinguishable from authentic
content poses a security threat.

Al superiority is a strategic
@ imperative for both the US and
China.




Questions?



Thank you
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