Integrated Al in Cyber Attacks:
Lessons from the Ukrainian Front
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About

~~ Cybersecurity expert - 15 years of experience
~~ Founder of AmonSul cybermiltech company
~~ Co-founder of DefCon Kyiv group (DC8044)

~I~. Cybersecurity volunteer for Ukrainian Military forces
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Historical usage of Al in cybersecurity

e 2017 e 2024
e Google Docs Phishing Campaign * Hong Kong Arup Attack
* DeeplLocker Emergence * 2025
e 2019 * |taly Deepfake Campaign
* First Major Deepfake CEO Fraud e Ukraine LameHug Malware
* 2020 * First Fully Autonomous Al Cyberattack
 UAE Bank Deepfake Fraud
e 2021
* Colonial Pipeline Ransomware
e 2022
* Generative Al Era Begins
e 2023

e WormGPT Launch
* FraudGPT Emerges
e Proliferation of Malicious Tools
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Ukrainian cyberwarfare experience

2022
* First touchpoint with deepfakes
* Adoption of Al for phishing campaigns
2023
* Adoption of Al for malicious code development

e Zaluzhnyi Deepfake Campaign
2024
* Crocus Hall Attack Disinformation

* Al-Generated Mass Propaganda Campaign
2025
* Deepfakes usage on a supply-chain attacks

e First built-in Al malware
* Increase in Al-Powered Attacks
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Al for social engineering, phishing, deepfakes

* DeepFakes

e Zelenskyy Surrender Deepfake (March 16, 2022)
General Zaluzhnyi Deepfake Campaign (November 7, 2023)
Oleksii Danilov Crocus Hall Attack Deepfake (March 22, 2024)
Mass TikTok Mobilization Deepfake Campaign (2024-2025)
Al-Generated Street Interview Deepfakes (November 2025)

* Phishing
 UAC-0218 HOMESTEEL Campaign - the campaign intensified in early 2025 with more sophisticated Al-generated
phishing content.

 UAC-0226 GIFTEDCROOK Campaign - a campaign distributing infected Excel files with embedded macros deploying
PowerShell script and GIFTEDCROOK infostealer designed to steal data from browsers like Chrome, Edge, and Firefox,
with primary targets including military units.
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Al for cyberattacks: for weaponization, embedded in
malicious code

* Weaponization
* UAC-0227 ClickFix Campaign
* Meliorator Bot Farm (April 2022 - Present)

 Embedded
 LameHug - First Al-Orchestrated Malware (July 2025)
* Prompt Construction
* Al Command Generation
* Real-Time Execution
« WRECKSTEEL - Al-Generated PowerShell Malware (Fall 2024 - 2025)
e HOMESTEEL - Data Exfiltration Malware (2024-2025)
 GIFTEDCROOK - Browser Data Stealer (2024-2025)
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Summary

2022-2023: Al used primarily for content generation (bot personas, phishing emails)
2024: Transition to Al-assisted malware development (WRECKSTEEL, HOMESTEEL)
2025: First operational Al-orchestrated malware (LameHug) with real-time command generation

Why Al Was Used
» Speed: Generate malware variants in minutes instead of days
* Scale: Create thousands of bot personas or phishing variants
e Evasion: Dynamic code generation bypasses static analysis

Skill Reduction: Lower-skilled operators can deploy sophisticated attacks
* Adaptation: Real-time adjustment to target environments
* Cost Efficiency: Automate labor-intensive coding tasks
e Strategic Context
* This capability enables quick reactions on a huge scale to highly divisive world events
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Questions time
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Thank you!

s.kKhariuk@amonsul.tech

https://linkedin.com/in/ximerus
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