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AI-enabled threats
• cybercrime
• vulnerability scanning
• automated exploitation
• malware innovation
• data poisoning
• manipulation of autonomous 

systems

AI-generated threats?

Why AI is critical to the future of cybersecurity
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AI-enhanced defence
• threat detection
• anomaly detection
• predictive maintenance
• automated healing
• Cyber Threat Intelligence
• operational efficiency
• enhanced decision-making
• greater interoperability

Why AI is critical to the future of cybersecurity

AI safety
• legality
• responsibility, accountability
• explainability, traceability
• reliability
• governability
• bias mitigation

AI security?

Why cybersecurity is critical to the future of AI
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AI systems are high-value targets
• ISR, C2, weapons systems
AI models vulnerable to cyber threats
• e.g., data poisoning, model inversion
Military challenges
• compromised targeting
• misinformed C2
• loss of strategic surprise

Cybersecurity is not just a support function

Why cybersecurity is critical to the future of AI

• military AI spend and R&D increasing
• AI integration, human-machine teaming
• greater attack surface
• adversarial AI is a significant challenge
• ‘policy lag’
• doctrine?
• talent development
• stakeholder engagement

Closing thoughts
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