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Why Al is critical to the future of cybersecurity
Al-enabled threats
’ Cybercr'm_e . Al Hacks Al: Cybercriminals
SRl sc?rTnln.g Unleash An Al-Powered, Sell-
aUtomat?d exp o'|tat|on Replicating Botnet
* malware innovation
* data poisoning
* manipulation of autonomous A dangerous tipping point? Al hacking
systems claims divide cybersecurity experts
Al-generated threats?
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Why Al is critical to the future of cybersecurity

Al-enhanced defence
 threat detection

* anomaly detection

* predictive maintenance

* automated healing

* Cyber Threat Intelligence

* operational efficiency

* enhanced decision-making
* greater interoperability

.‘_1
The Busine: [I n o
c.Pg’%
$30.68
billion
$24.67
billion

Al In Cybersecurity Global Market Report
2025 $81.89
billion
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Why cybersecurity is critical to the future of Al

Al safety

* legality

* responsibility, accountability
* explainability, traceability

* reliability

* governability

* bias mitigation

Al security?
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Why cybersecurity is critical to the future of Al

Al systems are high-value targets

* ISR, C2, weapons systems

Al models vulnerable to cyber threats
* e.g., data poisoning, modelinversion
Military challenges

e compromised targeting

* misinformed C2

* loss of strategic surprise

Cybersecurity is not just a support function

Closing thoughts

ALIN MILITARY MARKET,
GLOBAL FORECAST T0 2028 (USD BN)
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33.3%

* military Al spend and R&D increasing
* Al integration, human-machine teaming

* greater attack surface

* adversarial Al is a significant challenge
* ‘policy lag’

* doctrine?

* talent development

* stakeholder engagement




