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What is Disinformation?



What is Disinformation? What is it not?

Disinformation



Disinformation
Global risks ranked by severity



What is FIMI?



ÅMostly non-illegal activities.

ÅDeliberatepatterns of behaviour

ÅContent threathensor potentially impacts values, procedures 
and political processes.

ÅManipulative, intentional and coordinated.

Not all Disinformation is FIMI.
FIMI is not only Disinformation.

Foreign Information Manipulation & Interference
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Research Methodology?



ABC(DE) model

James Pamment ς
Lund University SwedenDDistribution EEffect





Where do you get your news?



Keeping informed





Recurring Patterns



Recurring TTPs

ÅLook for cracks you can exploit
ÅCreate a big lie
ÅWrap that lie around a kernel of truth
ÅConceal your hand
ÅFind a useful idiot
ÅIf caught - Deny Distract Distort
ÅPlay the long game



Pink Slime Websites



Pink Slime Websites

New York News Daily

Miami Chronicle The Boston Times

DC Weekly

1,265 websites in US alone ʨsurpassing the number of genuine local newspapers (1,213)



Doppelganger



Doppelganger

Cloned websites of legitimate outlets



Doppelganger

Doppelganger

Cloned websites of legitimate outlets

www.nato.int/cps/en... www.nato.ws/cps/en ....



Paperwall & Glassbridge



Paperwall
Chinese Websites Posing as Local News Outlets 
Target Global Audiences with Pro -Beijing Content

123 Websites over 30 countries masquerading as local news outlets
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Chinese Websites Posing as Local News Outlets Target Global Audiences with Pro-Beijing Content



Paperwall
Chinese Websites Posing as Local News Outlets Target Global Audiences with Pro-Beijing Content



Fact Checking



Fact-checking



Affecting AI models



Affecting AI models

ÅInfiltrating retrieved data of AI Chatbots
ÅPublishing false claims affecting response of AI News 

models
ÅDistorting how LLMs process news and info
ÅContent now incorporated in Western AI systems 

infecting responses.

Pravda Network



Affecting AI models

150
Domains 
aggregating content 
from Russian 
sources

207
Disinformation Narratives 
between 2022 and 2025

49
Countries and 
regions targeted

3.6 Million
Articles published 
per year.

4
Social media platforms 
leveraged to reinforce 
narratives via coordinated 
cross platform repetition

46+
Languages that the 
network published 
content in

Pravda Network



Case Studies



Support for Ukraine



Case Study: Support to Ukraine



Dec 2023 - Senate Republicans have blocked a move to pass an aid bill for Ukraine

Case Study: Support to Ukraine



Case Studies
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