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21st century solutions for 21st century problems

DISINFORMATION

OPPOSING VIEW == DISINFORMATION
COUNTER EVIDENCE = DISINFORMATION
POINTING OUT MISSTEPS = DISINFORMATION
T Boed int B sommunic CHALLENGING POLICY == DISINFORMATION
process in order to deceive and manipulate DIFFICULT INFORMATION == DISINFORMATION
= -‘ INFORMATION YOU DON'T LIKE =+ DISINFORMATION
S L e U e s sl G0 A s | T st UNCOMFORTABLE INFORMATION == DISINFORMATION
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1. Deliberately distorted%formation that is

4.28M subscribers

@ The New Vork Times © - (R PROOF OF WRONGDOING = DISINFORMATION
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Involuntary migration or displacement
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Extreme weather events

Biodiversity loss and ecosystem collapse
Critical change to Earth systems

Natural resource shortages
Misinformation and disinformation
Adverse outcomes of Al technologies
Inequality

Societal polarization

Cyber espionage and warfare

Pollution
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A Mostly activities.

patterns of behaviour

A Content or potentially values, procedures
and political processes.
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Not all Disinformation is FIMI.
FIMI is not onhyDisinformation.
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- Foreign. Information Manipulation & Interference

NN LN \— R . = B

@globaltimesnews @ukraina_ru Doppelganger
|
CGTN False Facade
// \\\
RT.com

Chinese Diplomatic Account

h§
N\,
S
\,

N,
Global Times

Portal Kombat

, - |
' - VN network S
o P "‘, ~ % g .“: Sy
A RN S i T .
// // .; .w :. e u.;—:::" =
/' // ———— ’;-_‘—."_-:j: =
e ’/‘/ = — —
Russian MFA
/./' gazeta-m \, ,/‘ -
aif.m ‘\.\.‘ //
‘ .'\ mm' . "y .
RIA Novosti L 7 Kombat \\ African Initiative
\\ '1'/'
¥e | o \/  Aftributed to Russia
L | . .
@solovievlive W TASS.com Sputnik Africa Attriouted to China
3 @ Non atributed
Lk K Oostﬂt . ool byt 7
. /~ Participation in
* Europash Unich Lenta nades @rian_ru the same incidents
* * EXTERNAL ACTION

x X

* @ Frequency of invoivement




\

Foreign Information Manipulation & Interference
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Four blocks of the

OFFICIAL STATE CHANNELS

Official communication channels directly
operated by a government and its
representatives, openly refiecting the
state's official voice

« Examples: Government accounts
MFA representatives

Channels that operate under state
oversight without publicly disclosing

their affiiation. Uncovering their
connection to the state requires a
combination of evidence to reveal hidden
patterns of influence or indirect control

« Examples: Channels run by intelligence
services, controlled by individuals with
strong ties to the government or ruling
party, or media outlets editonally directed
or overseen by state actors
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What are they posting?
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Actors

Who is doing this? What are they doing?
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EFake personas
=Coordinated posting
[E=Co-opting authentic voices
W =Manipulated media Commercial spam
» Nl Memes and videos Scams and fraud
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Nation states :
Conspiracy movements ==

Political groups
Commercial actors >
Fandoms

= Political narratives
1 Divisive messaging
|l Hacked documents
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Narrative Intelligence
Automatically surface emerging narratives that drive
online conversations and how they spread and grow.

Actor Intelligence
[dentify and map the most influential actors, coalitions
and their networks as well as their intent and motives.

Threat Intelligence

The Blackbird.Al Risk Index scores threats related to
toxicity, polarization, automated networked activity,
sexism, hate speech, and manipulation.

Impact Intelligence

Understand and predict the impact of ongoing harmful
activity across the information landscape while
measuring the success of mitigative efforts.
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Where do you get your news?




—

-

pen h—*b—-—@—é}-

e Tl el
o ) P e it

2 O C

P pu- g

SOCIAL

pee P O
) o

. | .—-c-
==

.. s e m i

Lo i) B P [

a
.—
S -

+ 2~ S W RN =N )

e D 5 e
D o - p-

B essMu -

Tn'&@n-.(-_"—- -
A
~=
e =l -
= B -

O O e
-°.°

=7 I by

q on'.-'-—..; .
- e

More Ame cans Turn to T|kTok
for News

Share of U.S. adults who regularly get news from TikTok,
by age group (in %)

MEDIA q
& BN

Social Medla Where It s Hardest
to Tell Truth From Fake News

Share of respondents who find it difficult to identify
trustworthy news on the following platforms (in %)

B Very/somewhat difficult | Neither (incl. don't know) Very/somewhat easy

2 “ | q oo @ I 44
x € | 41

Facebook ) 28 51

instagram @) [N | 49
Linkedin @) IIENN 41

WhatApp 51

- =k R oo O NIEET 54
.I 1 1 Google l"

Total 18-29

Pt @ -0 -

60
20 21 22 23 2 20 23 20 search

61,224-92,185 respondents (18+ y/o) per platform surveyed across 47 markets between
Jan.-Feb. 2024. Respondents in India and Hong Kong were not asked about TikTok.

Source: Reuters Digital News Report 2024

8,842 U.S. adults (18+ y/o) surveyed Sep. 25-Oct.1, 2023
Source: Pew Research Center
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Figure 14

Frequency of exposure to false news in Canada over time

.At least a few times a week A few times a year

A few times a month

L T

2025 21% 27%
Information about the news or current
events that you believe to be true and 2024 21% 29%
later find out is false
2022 21% 30%
0% 20% 40% 60% 80%

Question: Thinking about your use of online platforms, which best describes how often you
see the following, including through posts, links, images, or videos?
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Recurring Patterns
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s A L ook for cracks you can exploit

"A Create a big lie
_ A Wrap that lie around a kernel of truth

:-.‘A Conceal your hand \
A Find a useful idiot

A If caught- Deny Distract Distort

= A Play the long game
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New Ukrainian Law Limits Military
Mobilization To Less Than 500,000, Says
Member Of Parliament

WY

Miami Chronicle =i Py Ere=s The Boston Times :
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1,265 websites in US alomsurpassing the number of genuine local newspapers (1,213)
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Bullied by the s %
Billionairess:
Asplundh’s Wife Shut
Down Her Insta After
Viral Attempts to Bully
Stranger Backfired

Kate Beckinsale’s ‘Old
Man Costume’
Triggers Backlash

French Correspondent ExpoS@gSickening Exploitation:
Ukrainian Refugees Sold Into EurOfagn Brothels By ACF

Boss Volkov

Trafficked into European Brothels by ACF Bigwig Volkov
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A | oo OF o 7~ involved, just friend

New York News Daily DC Weekly
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Fake profiles pushing Doppelganger in
comment sections or tweets

DOPPELGANGER
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Guardian

Culture Lifestyle

Opinion Sport

% UK puines Toucaton Meda oty Law fand Wales Northess uls

Borks Joliner

Vitieo: False Staging in Bucha
Revealed!
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www.theguardian.co.com
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Paid advertisement on social media platforms,
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Cloned websites of legitimate outlets
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www.nato.int/cps/en...

AN NATO »
\/ 1M NORTH ATLANTIC TREATY ORGANIZATION |

ABOUT US

WHAT WE DO NEWSROOM WORK WITH US LEARN MORE

A > Newsroom > News

NATO and Mauritania strengthen
cooperation

04 Jul. 2023 - | Lastupdated: 04 Jul. 2023 09:13 (=

English  French = Russian = Ukrainian

General Dah Sidi Mohamed El Agheb, Commander of the Joint Military

f Academy of Mauritania, visited NATO Headquarters on 26 June 2023,
where he met with several Allied representatives and members of

X NATO's International Staff and International Military Staff, with whom he
shared views on the latest security developments in the Sahel region

in and on opportunities to enhance NATQO'’s cooperation with Mauritania.
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Doppelgange
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WWW.nato.WS/cps/en

AR NATO
\/ OV NORTH ATLANTIC TREATY ORGANIZATION

ABOUT US

WHAT WE DO NEWSROOM WORK WITH US LEARN MORE

..~ Doppelgange

NATO Meeting on Stabilization in
France

05 Jul. 2023 Last updated: 05 Jul. 2023 15:18 i

English French Russian Ukrainian -

Meetings are taking place at NATO headquarters about the need to help
f France, which is obviously unable on its own to cope with the turmoil

that has erupted throughout the country. Meanwhile, unrest is already
L 4 spilling over into neighboring countries, and the situation in France itself

must be contained in order to avoid a pan-European uprising. This can

in only be done with the help of the armed forces.

Cloned websites of legitimate outlets
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123 Websites over 30 countries masqguerading as local news outlets
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Home Notizia Locale Sport Mondo Societa

Animaux Police-justice Culture LifeStyle People Environnement Communiqué de presse
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HOGAR ECONOMIA ACTUALIDAD DEPORTES PLANETA PRESIONE SOLTAR REVISTA
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Domain Registration Timeline for the PAPERWALL Campaign and their Target Audience
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KnowYourMeme | Misleading meme depicting the Eiffel Tover bu
debunked by Compass by Blackbird.Al.

4 COMPASS W BLACKBIRD.AI

Context check any claim

Paste a link to an article, tweet, video, or ask a question...

Did the Eiffel Tower catch fire?

{# Compass Context

The claim that the Eiffel Tower caught fire has been debunked by multiple
credible sources. According to a Reut fact-¢ k, the Eiffel Tower in Paris,
France, was not set ablaze in mid-January, despite a fake image circulating
online. Similarly, Yt News reported that the purported incident was not
covered by any credible news organizations, and photos of the Eiffel Tower
taken on January 24, 2024, show no signs of fire. VerifyT also confirmed
that the Eiffel Tower did not catch fire in January 2024, and the viral video of
flames spewing out of the Eiffel Tower was most likely created using CGI.
Furthermore, Rapg reported that images of the Eiffel Tower on fire were
determined to be 97.42% machine-generated using Al detectors, revealing
inconsistencies common in images generated by artificial intelligence. These
sources collectively confirm that the claim of the Eiffel Tower catching fire is

false and likely originated from digitally manipulated content.
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Fake: Russian anny‘ombc residential areas of Chemnihiv
with FAB-500

Fake: Russians are banned from leaving
their country

Fake: Russian soldiers won't let civilians
out of Ukrainian cities

Fake: Children are welcoming Ukrainian
Army
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retrleved data of AI Chatbots

A Publishing affecting response of Al News
{ models

how LLMs process news and Info
A Content now incorporated in Western Al systems
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Disinformation Narratives
. aggregating Content 888 o\ oen 2022 and 2025
| {from Russian .

_, Countries and
iregions targeted

isources M= _
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Articles published " Social media platforms ‘ —__ Languages that the
per year. ‘leveraged to reinforce

= network published
A content in
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narratives via coordinated

cross platform repetition
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FAIKKE Zelensky bought
Goebbles’ villa in
Berlin

DISINFORMATIN, AS IF ZELENSHYY BOUGHT GOEBEEELS
FORMER VILLA

DISINFORMATION

SPAIN

Zelensky bought King
Charles lII's mansion
in Gloucester.

No, Zelenski no ha comprado una mansion del ney
Carlos Il en Glowoester: &l Goblerno britdnico dice
que sigue siendo propiedad del Ducado de
Cornualles

n
JANUARY
2024

((C . Zelensky bought King
Charles lll's mansion
in Gloucester.

WHID OIS THE HIGHGROVE HOUSE — WOLODYMYR
ZELENSEYY DR THE BRITISH BOYAL FAMILY?

L. : :l"
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Zelensky buys his
mother-in-law a five-
million-euro villa in
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BREAKING: Zelensky reportedly buys $20 Million Dollar Mansion in Vero
Engagements generated by Russian State Supporter users Beach, Florida.

- Engagements generated by Right Wing users

_——— ™™

== BREAKING: Senior Ukrainian officials allegedly used U.S. aid to
purchase luxury vehicles and homes in Spain.

_ Ukrainian President Zelensky and his close associate purchase 2 luxury

! | == BREAKING: “Olena Zelenska spends $1,100,000 on Cartier yachts “Lucky Me” and “My Legacy,” with a staggering combined value of
jewelry in NYC and gets sales employee fired!” %75 million.

No. Zelensky has enough mansions and yachts. It’s time to take care of
America.

Zelensky's doing well, how do you feel about that? I'm sure he gives thx
| to American taxpayers.
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